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SUMMARY 

There are three ways to recognize an individual, by what 

he knows, by what he has or by what he is or does. The 

latter method is known as biometric, which overcomes 

the problem of transmissibility that the other two ways 

have. But biometrics is not foolproof because it can be 

replicated. Today there are several fraudulent ways to 

replicate a biometric characteristic, and this raises new 

challenges. A potential solution lies in cognitive 

biometrics, which uses biological signals representative 

of the mental and emotional states for the authentication 

of users. We intend to prove that it is possible to 

implement, with comparative advantages, a multimodal 

biometric authentication solution using gesture 

dynamics in conjunction with skin conductivity. 

MOTIVATION 

In the perspective of security of information systems, the 

predominant area of the proposed research lies not in 

storage or transmission of information, but in the 

recognition of who can access it, given the way the 

interaction with the computer is performed. This induces 

a crossing of different areas, but not so divergent as 

might appear at first sight, such as human-computer 

interaction, electrophysiology and computer graphics. 

In a networked knowledge society, in which we want 

access to information anywhere and anytime, the 

question of security/privacy is an issue of extreme 

relevance. The business processes, from government, 

from the citizen, or even those who seem to have no 

owner, belonging to all in the computing "cloud" that is 

the global network, require increasingly secure 

recognition procedures. 

It is exponential the growth of confidential information 

that is managed digitally. On the one hand we want 

speed and efficiency, achieved by sharing information, 

on the other that has caused various types of threats to 

confidentiality. Thus, it becomes imperative to develop 

reliable methods to accurately determine the identity of 

those who want to access certain services/systems. 

There are three ways to recognize an individual, by what 

he knows (e.g. a password or PIN), by what he has (e.g. 

a smartcard that stores an electronic key), or by what he 

is or he does (e.g. the fingerprint or the way he use the 

keyboard). The latter method is known as biometric 

recognition, which overcomes the problem of 

transmissibility that the other two ways have. 

Biometrics is a multidisciplinary research field 

dedicated to the statistical study of the physical or 

behavioral characteristics of an individual, such as the 

fingerprint, the iris pattern, the voice pattern, the way a 

keyboard is used, the brain's response to certain stimuli, 

etc., for the purpose of authentication and/or 

identification. 

But biometrics is not foolproof because it can be 

replicated. Today there are several fraudulent ways to 

replicate a biometric characteristic. This raises new 

challenges in this area. They are then required new 

effective and efficient authentication schemes. A 

potential solution lies in cognitive biometrics, which 

uses biological signals representative of the mental and 

emotional states for the authentication of users, using 

tools such as electrocardiograms, electroencephalograms 

and dermoelectric responses. These signals are 

generated by the heart, brain and nervous system 

respectively. The challenge lies in knowing how certain 

physiological processes associated with cognition can be 

adequately utilized to extract the individuality of a 

person in quantifiable terms. 

PROBLEM 

In the current solution we have identified the following 

problems: replicability is possible even with the 

common biometric technology; requirement of 



 
 

Escola de Engenharia 

 
 

Semana da Escola de Engenharia  

October 24 - 27, 2011  
 

 

continuous authentication; constant need to improve the 

accuracy of the systems (information systems with more 

users imply a need to lower error rates); constant need 

(inherent in the existence of a business) to lower the 

cost; need to keep the mobility of the systems, with 

restrictions on the type of hardware needed (dimension, 

energy, etc.) and on the use conditions (light, noise, 

etc.). 

There is recent work in cognitive biometrics, 

particularly in the conductivity of the skin that seems to 

indicate that this technology has potential (with or 

without activation of the knowledge component). The 

current size of the conductivity sensors enables its 

integration into mobile devices. There is also work done 

and consolidated in gesture dynamics. 

Thus, we intend to prove the following: it is possible to 

implement, with comparative advantages, a multimodal 

biometric authentication solution using gesture 

dynamics with skin conductivity. 

METHODOLOGICAL APPROACH 

Given the nature of this work the research methodology 

is based on a proof of concept with a study of 

acceptance. For that, it will be developed a prototype for 

graphical data collection and a prototype for 

dermoelectric data collection, for further definition of 

algorithms that determine authentication patterns. 

The main challenges will be to find a good algorithm for 

each of the biometrics and find the thresholds that 

combine successfully these same algorithms. This does 

not correspond to the simple junction of the two since it 

will take advantage of the synergistic multimodal 

integration or even, in some situations, the alternate one. 

Later we will proceed to the test of the defined 

algorithms, with half of the data to test and half of them 

to attack. 

Developed the solution, the aim is also to evaluate the 

user acceptance of such a system. We plan to use the 

Technology Acceptance Model (TAM) for its wide 

dissemination and acceptance in this context. 

For better exposure of the tasks involved, results, goals, 

resources and timing, the Research Plan was developed 

in a project management tool, with the corresponding set 

of deliverables, activities, effort, duration, dependencies 

and milestones. 
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